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Purpose of This Book
Let’s get the obvious out of the way: this is a comprehensive study guide for
the security management professional who needs a serious reference for
individual or group-led study for the Certified Information Security Manager
(CISM) certification. The content in this book contains the technical
information that CISM candidates are required to know. This book is one
source of information to help you prepare for the CISM exam but should not
be thought of as the ultimate collection of all the information and experience
that ISACA expects qualified CISM candidates to possess. No one
publication covers all of this information.

This book is also a reference for aspiring and practicing IT security
managers and CISOs. The content that is required to pass the CISM exam is
the same content that practicing security managers need to be familiar with in
their day-to-day work. This book is an ideal CISM exam study guide as well
as a desk reference for those who have already earned their CISM
certification.

This book is also invaluable for information security professionals who are
not in a leadership position today. You will gain considerable insight into
today’s information security management challenges. This book is also useful
for IT and business management professionals who work with information
security leaders and need to better understand what they are doing and why.

This book is an excellent guide for anyone exploring a security
management career. The study chapters explain all the relevant technologies,
techniques, and processes used to manage a modern information security
program. This is useful if you are wondering what the security management
profession is all about.

How This Book Is Organized
This book is logically divided into four major sections:

•    Introduction The “front matter” of the book and Chapter 1 provide an
overview of the CISM certification and the information security
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management profession.
•    CISM study material Chapters 2 through 5 contain everything a

studying CISM candidate is responsible for. This same material is a
handy desk reference for aspiring and practicing information security
managers.

•    Glossary There are more than 550 terms used in the information
security management profession.

•    Practice exams Appendix explains the online CISM practice exam
and Total Tester software accompanying this book.
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